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Abstract

In the context of globalization, the subjects of the national economy have faced increasing competition in global and
national markets, the rapid introduction of the latest management standards, a significant complication of business
processes and their rapid digitalization. In such conditions, enterprises are forced to look for and implement new
digital solutions for managing business processes, in particular in the field of management accounting, which is a key
element of the management decision-making system. Effective digitalization of the management accounting system
allows providing reasonable and optimal solutions at all levels of management, but digitalization is a complex and
multidimensional process that leads to difficulties, including those related to enterprise security. Therefore, the
identification of possible threats and security measures associated with the digitalization of management accounting
and finance, and their assessment are important elements of the digitalization of business processes of the national
economy is the aim of this research?

The data for this research were gotten from Elmechanics Ltd Company which is a distributor of electronic components
in Ukraine. To assess the risks and measures to ensure cybersecurity associated with the digitalization of management
accounting, the authors first tested the Saaty’s [23], priority rating scale, based on the decomposition of a complex
problem into: target, criteria, subcriteria, and alternatives. We believe that the choice of alternative measures to
ensure the safety of management accounting depends on the experience and knowledge of the expert or the person
making management decisions. In this case, the subjectivity of security risk assessment and management decisions
can be traced. At the same time, the expediency of using the priority rating scale is explained by the possibility of
choosing the best option for management measures while minimizing the subjectivity of the manager.

The research resulted in identifying the most likely threats and the set of cybersecurity measures for eliminating them.
The highest priority of measures aimed at ensuring the availability of data indicates that the most likely cyber threats
to the management accounting system that may face the company are those related to the violation of access,
modification or destruction of data authorized employees. Therefore, the most important thing for the business entity
is to implement measures aimed at protecting the management accounting system from relevant natural and
artificial threats by physically protecting media and other elements of the information infrastructure of the enterprise
from damage, backing up data to prevent cyberattacks on the management accounting system and internal network,
etc.
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It is important to note that according to the results of the analysis, measures aimed at protecting data from
dissemination among unauthorized users are also extremely important from the point of view of ensuring the security
of management accounting. Therefore, the company should also improve the quality of authentication and
authorization, ensure an adequate level of personal responsibility for data leakage, and implement logging of
employees’ actions that are related to confidential data.

The introduction of the priority rating scale in the decision-making process to select the most priority measures to
ensure the security of the management accounting system and enterprise finance will protect the system from the
most likely cyber threats. The method tested by the authors contains step-by-step directions that should be
implemented by managers to increase the competitiveness of the enterprise and ensure its information security.
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